Importera larm fran EcoStruxure Automation Server till Nimbus

Automation Server (SmartX / AS-P) kan skicka larmhandelser till Nimbus via mail (SMTP). Nimbus har en inbyggd
mailserver vilket gor det enkelt konfigurera bade Nimbus och AS.

Nimbus installeras pa nagon centralt placerad server eller arbetsstation och kan ta emot larm-mail fran flera AS.
Larm kan sedan enkelt vidarebefordras som ex SMS, E-post, SOSAB, MiniCall etc.

Konfiguration av Automation Server (via Building Operation Workstation)

Konfigurera Email

Ga in pa Server Properties och valj Email.

| a Server 1 - 192.168.123.231 - Building Operation WorkStation {4.0.3.2107) - [m] X
File  Edit View Actions Windew Teols Help
EcodP truxure - B & o 0 Schneid
Building Operation B-#% @& [ @ @ Connected to: Server 1 (4 admin - chneicer
v Qe
x Server 1 x -
List View Control Panel Device Discovery Date & Time Communication Properties
Basic Network Email SNMP References
4 [ System
/1, Alsrm Control Pansi General Email Settings ~
[ Audio Sender email - as1@nimbus.se
[C) Backup snd Restore
5 Binding Tempiates Maximum queue size > 30 E
[ Connect Setiings Response timeout () 10 B
[) Contant Types
(5] Custom Types Maximum retry count ¥ 5 E
() Domains Retry time (min) - 0 E
[ EcosStruxure Web Services N
[ Extended Permissions Primary Email Server Settings ~
[ Extsms! Log Storage Primary host - 192.168.123.84
[ Federation Configurstions -
3 Fimware Primary user name
[ Hardwsre Primary password
[ Interfsce Manager .
{: LicenseManager Confirm password
|5 LonWorks Binding Profile Primary encryption method  ~ [None 7
[ Modules
[ Motification Files Primary port M 25 E
[ Performance Secondary Email Server Settings -
£ Ports
Jﬂu Frogress Manager Secondary host A
) Semantics Secondary user name -
(3 SmantDrivers
Secondary password
[ Tasks T P
3 Time Setfings Confirm password
[ Upgrade History
%] Zoning Secondary encryption method ~ [TLS -
% Bindings Disgnostics
b Second it - 587
3 Change Control condary po E
[l Enginsering =
Primary host: x.x.x.x IP-adressen till den server som har Nimbus installerat
Primary port: 25 Denna port ar per default 25 i Nimbus, men om man har flera olika system som mailar in till

Nimbus ar det lampligt lagga dem pa olika portar, ex:

Automation Server pG 10025

Fidelix pG 10026

WebPort pd 10027

osv. | annat fall kommer Nimbus fa svart veta vilken avkodningsalgoritm som ska anvandas
for mail som kommer in och man kan fa konstiga resultat.

Avsdndare: valfritt ~ Strukturen pa avsandaren ar vasentlig om man har flera AS som mailar in och man vill
kunna skilja pad dem. Avsandaradressen kommer att hamna i Nimbus pa falt Area [t1] och
kan darfér anvdandas som filterkriteria i profilerna. Ex pa avsandare:
asO01@domain.se
as02@domain.se
as03@domain.se

Primary encryption method: None



Konfigurera Notification

Valj New Object pa servern och vélj Notification ->Alarm Triggered Notification, ange Nimbus som Name.

| a Server 1 - 192.168.123.231 - Building Operation WorkStation (4.0.3.2101) - O X
File Edit View Actions Window Tools Help
EcodP truxure
R - < ? ) i
Building Operation &= # & @B =7 [ @ @ Connected to: Server 1 ¢4 admin - Sd&'}ﬁ'gﬁf

Localization

System of measurement

Report format

Motification text

As configured in objects ~

State: @(AlarmState)

Previous: @(PrevicusAlarmState)
AckDate: @(AcknowledgeTime)
Priority: @(Priority)

Object: @(Source)

Date: @(TimeStamp)

Text: @(AlarmText) @(MessageText)

Quick filter

€ - Serverl* Nimbus*

System Tree >0 x Nimbus x

Y

4 (@ Server 1 Status Enabled =

System il -
Ei;sus Activation schedule Nul ‘7
SN2 IF Report template Nl l.
=
Decimal symbol E]

Acknowledge time @(AcknowledgeTime)
Acknowledged by @(AcknowledgedBy)
Acknowledgement required @(AckRequired)
Action message @(ActionMessage)

Active alarm enrollment @(ActiveAlarmEnrollment)
Added action notes @(AddedActionNotes)

Added cause notes @(AddedCauseNotes)

Added checklist steps @(AddedChecklist5teps)
Alarm state @(AlarmState)

Alarm text @(AlarmText)

Assigned state @(AssignedState)

Assigned to domain @(AssignedToDomain)
Assigned to ID @(AssignedID)

PN =

Substitute missing data with

Distribution method E‘

Satt Localization till en-US
Ange Notification text till

State: @(AlarmState)

Previous: @(PreviousAlarmState)
AckDate: @(AcknowledgeTime)
Priority: @(Priority)

Object: @(Source)

Date: @(TimeStamp)

Text: @(AlarmText) @(MessageText)

Vad som skickas i Object:, Text: samt Priority: kan dndras om man vill att annan information ska skickas till Nimbus.
De 6vriga falten maste vara enligt ovan.

Kryssa i enbart checkboxarna vid ‘Notify on transition to:' Normal state samt Alarm state.
Filtrera vilka Priority och Category som ska skickas genom att lagga till en Condition for det.

Lagg till en Distribution method - Email

= Configure Email ? 4

Subject Obj: @(Source)

To users and groups ‘ |

To email address [larm@nimbus.se ]

Send as attachment )

oK | cancel

Ange Subject till Obj: @(Source)

Det &r viktigt att Subject borjar pa Obj: annars kommer Nimbus inte kdnna igen det som ett AS mail.



Nedre delen av Notification kommer se ut ungefar sahar:

Server 1 > Nimbus > v RN 2
System Tree - B ox Nimbus x -
Y Added action notes @({AddedActionNotes) [+]
4 (B Server 1 Added cause notes @{AddedCauseNotes)
{3 System Added checklist steps @(AddedChecklistSteps)
%’O Bus Alarm state @(AlarmState)
EET— e s @A)

Assigned state @(AssignedState)
Assigned to domain @(AssignedToDomain)
Assigned to ID @(AssignedID) E

Substitute missing data with

Distribution method
QLR T

Name Type

Nimbus Email

Filter Settings

Notify on transition to Normal state Alarm state
[ Acknowledge state  [[] Reset state
[7] Disabled state [T] Fault state
@ E Clear all
and Priority: w2 o |20 |2 @6

=]

Konfigurera Nimbus fér att importera larm via SMTP

Starta Nimbus Explorer - hogerklicka och valj 'K6r som Administratér' - via genvagen (om det inte ar forinstallt).
Nimbus Explorer ska alltid startas som Administrator.

Valj Instélliningar -> SCADA Import

Nimbus
Arkiv |Instéllningar | Logg
@i‘; ﬁ Anvandare... n % ‘ D @

Mottagare...

Larmruttprofiler...

Mottagartyper...
SCADA import...
Server installningar...

v Verktygsfalt

u | CiProgramDatal TroSoftNimbus Alarm Server 3Project | STOP [2016-02-27 [13:05 2 |

Valj SCADA System -> Légg till SCADA Import -> Schneider Electric Xenta / StruxureWare Automation Server (SMTP)

&l Nimbus - SCADA import — m| x
SCADA Systern
— Mirmbus - SCADA impart

Schneider Electric Xenta / StruxureW are Automation Server [SMTR]

Starta om Nimbus Server.



Brandvagg i servern

Lagg till en brandvaggsregel for den port som anvands (den ar default 25, se nedan for att eventuellt byta port i
Nimbus).

Enklast ar att gora en regel som tillater processen NimServer.exe att agera TCP-server. Tank pa att dven eventuellt
antispam-filter kan stéra mailtrafiken fran UltraBase till Nimbus.

Byta portnummer

Om man vill byta portnummer sa 6ppnar man Nimbus_Server.ini med Notepad.
Ini-filen ligger i projekt-mappen som visas langst ner till hoger i Nimbus Explorer. Hogerklicka pa sokvagen for att
Oppna utforskaren direkt i mappen.

Leta reda pa sektionen [TCPIP], avmarkera parametern SpecificPortForSMTP_XENTA och ange det nya portnumret.
Importalgoritmen for AS &r samma som for Xenta, darav att namnet hanger kvar.

IQ{ *CAProgramData’ TroSoft\Mimbus Alarm Server 3\Project\Nimbus_Server.ini - Notepad++ - O *

Eile Edit 5Search View Enceding Language Settings Tools Macre Run Plugins  Window X
T 5 - - = | =

cHEHBRGE| smD| ey @a% | BRE|=1

Nimbus_Serverini E3 |

68 ; SMTPBind=1592.168.123.80 ~
69

71 ; SMTP ports for esach system 1f you wish to use different ports for esach system

72 ; (these must be unigque amongst all SMTP SCADA imports)

73 ; This also ensures the parsing is made correctly, though the server will not try to
T4 ; parse using only the subject and body field, it will alsc determine parsing method
] ; number.

76 H

;iSpecificPortForSMTE Fidelix=10025
;iSpecificPortForSMTE Beijer=10025

;i SpecificPortForSMTE WDC=10025
;8pecificPortForSMTP _NetBiter=10025
;8pecificPortForSMTP_Energo=10025

1
[ R3]

E SpecificPortForSMTE Xenta=10025
" ; TP _INSE- 100

;
;SpecificPortFor3MTP Bastec=10023
;SpecificPortFor3MTP InuI30=10025
;SpecificPortFor3MTP SwegonGold=10025
; SpecificPortFor3MTPF MSEA=10025

; SpecificPortFor3MTP CmronPLC=10025

;i SpecificPortForSMTP Integra=10025
;iSpecificPortForSMTE Diana=10025
;iSpecificPortForSMTEF Thermia=10025

;i SpecificPortForSMTE MWV=10025
;iSpecificPortForSMTE DesigoCC=10025
;iSpecificPortForSMTE TrendSMTE=10025
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18 ; The port we are listening at for incoming Nimbus requests (other Nimbus Alarm Serve

1) :

)0 NimbusPort=12418

01

02 H

03 ; The port we are listening at for incoming BRAW printer monitor regquests k4

>

M5 ini file length: 32759 lines: 1037 Ln:483 Col:1 Sel:0]0 Windows (CRLF)  ANSI M5

Efter att Nimbus_Server.ini ar sparat sa maste Nimbus Server startas om.

Skicka testlarm



Borja med att 6ppna debug-fonstret i Nimbus via Logg -> Visa debugfénstret

Generera ett larm som ska skickas vidare

%% Mimbus - Debug — O X
Arkiv  Filter
Kalla/D estination Tid Data
- T SCADA 14:00:58 427 220 trozoft. ze Mimbus Mail server ready [wour [P is 192 168.123 231:42898)<13> ..
& Rx SCADA 14:00:58.429 EHLO A5-P-180ARDT 33 <10
T SCADA 14:00:58.429 500 syntax emmar< 13510
€ Rx SCADA 14:00:58.430 HELO A5-P-18DAED<T 32 <102
= TX SCADA 14:00:58.430 280 trogoft el 3 <10
€ Rx SCADA 14:00:58.432 MAIL FROM: <as] @nimbus, gex <13 <10
=2 TH SCADA 14:00:58.432 250 Ok<13:<10:
& Rx SCADA 14:00:58.433 RCPT TO: <larm@nimbuis. ze> <13 <100
= TX SCADA 14:00:58.433 250 Qk13: <103
€ R SCADA 14:00:58.434 DaATAc] =100
= T SCADA 14:00:58.434 354 Start mail input; end with <CRLF: <CRLF><13: 10>
& Rx SCADA 14:00:58.436 Diater: Mon, 9.Jan 2023 08:39:25 GMT <13x<10:
€ Fx SCADA 14:00:58.436 Content-Type: multipart/mixed; boundary=MIME_boundamny E296EBEE52F234D0 ...
€ R SCADA 14:00:58.436 Fram: as1@rnimbus. se< 13> <10
& Rx SCADA 14:00:58.436 Subject: Obj; /Server 1/M2 IFAAHUT A2 1320102
& Rx SCADA 14:00:58.436 Tao: <larmi@nimbuz. se> <13 <103
€ R SCADA 14:00:58.436 bime-fersion: 1.0¢1 3 <10
€ Rx SCADA 14:00:58.436 413310 -MIME _boundary_B23REBBERZF 234071 3 <10
 R= SCADA 14:00:58 436 Content-Type: text/plain; charset=utf-8<13> <10
& Fx SCADA 14:00:58 436 Content-Transfer-Encading: quoted-printable<13: <103
& Rx SCADA 14:00:52 436 Content-Dizposition; inline<13> <10
& Rx SCADA 14:00:58.436 £13x<10:5tkate; Alam< 132 <10z
& Rx SCADA 14:00:58.436 Previous: Reset<13> <10
€ R SCADA 14:00:58.436 AckDate:=20¢13:<10>
€ Rx SCADA 14:00:58.436 Prioity, 100413 <10
& Rx SCADA 14:00:58.436 Object: /Server 1/M2 IFAAHUTAAZ L1310
& Rx SCADA 14:00:58.436 Diate: 2023-01-09 06:33: 25 +0H< 135 <102
& Rx SCADA 14:00:52 436 Test: H=C3=EEg temperatur<13: <10
& Rx SCADA 14:00:58.436 ~tIME_boundary E29EEBBESZF 23407132 10>
& Rx SCADA 14:00:58.436 1310
=2 TH SCADA 14 DD 58436 250 Ok 13100
& Rx QUIT<13: 10>
g T

| Debug-fonstret dyker nagot liknande ovanstaende trafik upp. Om det inte kommer in nagon trafik sa ar det
sannolikt problem med brandvaggen eller att portnumret inte stammer.

Titta i Nimbus Explorer att mailet kunde tolkas som ett AS-larm, t ex:

W@ Mirmbus Explorer 3.00.28 B1 - Test / [inga anvandare] — O

Arkiv  Instdllningar Logg

58200 wWA P

. 1962 2023-01-12 14:00:58 fServer 1/M2 IF.-’.&HU'I A2 L - Hog temperatur

Verktyg
Falt | %arde

Status som siffra: 1
Status som test:  AKTIVT
Tag ] #Server 1/M2 IFAAHUT 412 L
Area 1] as1@nimbus.se
Kategon [t21: 100 0112 [14:02
Mamr [t3]:
Besknvring [t4  Hog temperatur
Status frén SCADA 15T Alam
Handelze 14 1982
PC Datur: - 2023-01-12
PCTid: 14:00:58
SCADA Datum:  2023401-09
SCADA Tid: 083325
SCADA System Mummer: 33
SCADA System Beskrivning:  Schineider Electic Xenta / Stusune's are Automation Server [Sk

£ >




